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ns@ana Wireless Access Point

naResavieiiia Wireless Access Point lulidngszun azsnifiunsilaiiniaiia Wireless Access
Point winvdu Taannsiia Wireless Access Point feainnnsasmzidlewiu Wireless LAN Switch riew iitalsf
Wireless LAN Switch 3anfiu Wireless Access Point usi winliiin Wireless Access Point a1
awmzidauazinli Wireless Access Point liaunsaldeuldiae waznisamzien Wireless Access Point
auiflunnstiuninesinge) Wiy Wireless Access Point lénsudn Wireless Access Point il 1P Address,
Subnet mask, Gateway, Domain Name, Master IP, Server IP gasiuusaniluazls iusiu saudenns
annsrauRn Wireless Access Point sag iy nisivua SSID n1spauantgeddayay s n13ALANANLSN
SN TATR T ma‘muam?:'ummﬁ'mmﬁﬂ;fgﬂm NNIATIRABLLYNIN nstleafunsdnowilivanzan doe
iy fedunsamaden Wireless Access Point faamsudnaaildnanssnudaiiieuien dwiuneunis

Amsie Wireless Access Point fisasialuli

1. nuuman Wireless Access Point

psneuanenianvunen Wireless Access Point gauaszuuassinennnunansinee] ileesufinigai

s1aazLRen AMUUAAT

IP Network IP Network aaawrizas Notebook #Wmausadu Wireless Access

Point i 10.5.62.0 (1argagavineazidueus)

Subnet Mask Subnet Mask zeusses Notebook fidessieriu Wireless Access
Point 3l uee azl4nana C siavma Ae 255.255.255.0

VLAN VLAN aa3 Wireless Access Point v 62

AP Location AP Location shumitisees Wireless Access Point iy 16.2.2
TnegausnAein gafiaesiedu gafiauAefiveuni

AP Name AP Name i Wireless Access Point uu TestAPSec

(Feaiuzenmdngsuarliirresiunala snnedesinadoe)
SSID SSID da Wireless Access Point sznaldgldnsu
WIiSE-TestAPSec Inavn Wireless Access Point

Tunvansndsazaususnaaidn WISE ana

AP Serial AP Serial vuneias Serial Number aas Wireless Access Point
1 A30018974

AP IP Address AP IP Address wanaan IP Address wes Wireless Access Point
11 10.1.3.18

Net Net eiriatngass Wireless Access Point fiuan IP Address 1

\3ae Notebook iu Net 62

A1sandmani1aninumaat Wireless Access Point



ludauaes IP Network, VLAN uwaz Net saadnlinmagauain Wireless LAN Switch uazl4

T I S S o da o w
doyaniduadusalindneg Ghudiununsaaundagud)

U

Fauma Wireless Access Point #u Wireless LAN Switch
nsminsa Wireless Access Point vsiths siagiin Wireless Access Point snmansariu Wireless
LAN Switch Taamsaizacinuazatinagindladuiy lengstaznannnenismansausuingngayingiu

san1nsialilil

- ure
Cable

.
ﬁd
Wireless sees shes s Computer for
Access Point DR S Configuration
Wireless

LAN Switch

e

mwuansnaidansa Wireless Access Point Taaimss

nsideusie Wireless Access Point fu Wireless LAN Switch taamssannanmsiuaz1dane Aty
UTP dnsiauuvuananss (4nvia RJ-45 mm’]ﬂﬁwﬁmﬁuﬁmmﬁm) Tilgdsduuyled Tnadansaesnu
7ideusiei Wireless LAN Switch Wisedniudeslafld deddausvanaian 0 9 23 uazdanedndiu
uikdonsiadniu Wireless Access Point iiaidenseisiaudasadnagunlifitiymlag azillvisng
Juil Wireless Access Point #1u PWR uansindenseldud duneuselifunisinunen s

Wireless Access Point #lgnanqnalilugadnasi

AnnaA1 Wireless Access Point dau Command Prompt

ipaufames Notebook visananiawmas Desktop fianunsnidenseriu Wireless LAN Switch rinu
wisatnenise lenselannsednaans UTP fudedlaflduih Wireless LAN Switch uazanidinnnssns
Fumeusioli/d

3.1 ila Command Prompt aasszuudfjiinnns Windows XP Tmaiﬂﬁ'm% Start > Programs >

Accessories > Command Prompt
3.2 AunAnda telnet <umnaae IP Address wes Wireless LAN Switch> <uuneaa Port> v

telnet 10.1.3.13 2300 (wuneiae Port <2300” 13Jm1u730Lﬂ?ﬁlﬂul,ﬂwm'almﬁluvl,é’) WHILAY
10.1.3.13 Aa Wireless LAN Switch # Wireless Access Point azlilidessia a1a13a
waeuuladléuediu Wireless Access Point azluidenseru Wireless LAN Switch fals



et C:\WINDOWS\system32\cmd.exe

Microsoft Windows XP [Uersion 5.1.26001
(C> Copyright 1985-20081 Microsoft Corp.

IC:\Documents and Settings\Administrator>telnet 10.1.3.13 2380_

nmwuanang telnet 1in Wireless LAN Switch
3.3 14 User uaz Password 281 Wireless LAN Switch fignsias uazazau soe>

e+ Telnet 10.1.3.13

ser: admin

Passuord: e

Available commands:
connect <{slot/port>
exit {(no args)>

isoe >

AMnnanansld User waz Password

3.4 ldunnaian Slot waz Port ## Wireless Access Point @wansiasg siaatingla connect 1/10
(WHaaann Wireless LAN Switch 7145 Slot wnsinaaldusnsas 1) vansaa 10 Aa Port Nidesse

s=u919 Wireless LAN Switch v Wireless Access Point



e+ Telnet 10.1.3.13

able commands:
connect <{slot/port)>
exit {(no args)>
lsoe> connect 1/18

MngAIn1sidanaacan Slot waz Port

3.5 Wamansaaialinanats UTP Adiausaszudns Wireless Access Point fiu Wireless LAN
Switch aan uazsaaneadnlinsidnaianis (lifestlandisina Command Prompt) sednagauny
fanan Hit <Enter> to stop autoboot: 19ina Enter iaidngluunnisssen deazilsng

w¥ans apboot>

e+ Telnet 10.1.3.13

ser: admin
Password: »eoooe
Available commands:
connect <{slot/port>
exit (no args)
soe> connect 1/18
Connecting to 1/18 at 96808 baud 8N1i
"N, to disconnect

1.3.14 <(build 9548>
: 2885-82-02 19:17:26 <with gcc 3.3.1)

o AR2313 MIPS-32 at 188 MHz: 16 kB I-Cache 16 kB D-Cache
H ggrlﬂt Local Bus at 98 MHz
M

it <Enter> to stop autohoot: @
lapboot >
laphoot>

MNLRAINTENGIUNANITAIAN

3.6 Wu setenv serverip <uunaaaazanld>, setenv master <smnenafisizauli>,
setenv ipaddr <uunaiaafiszanli>, setenv netmask <wwnaiaanisaauli>,

setenv gatewayip <wunaiaafszauld> anidudud save uaz boot muaisu fAenw



e+ Telnet 10.1.3.13

Hit <Enter> to stop autohoot: @
setenv serverip 10.1.3.13
setenv master 10.1.3.13
setenv ipaddr 160.1.3.18
setenv netmask 255.255.255.8

setenv gatewayip 168.1.3.1

ARUBA MERLOT

Alcatel Internetworking Division 6x

AOS-UY Uersion 2.5.3.3 <(build 12998 ~/ label #12998)
Built by p4build@trinidad on 2086-88-03 at 13:22:38 PDT {(gcc version 3.4.1)
Calibrating delay loop... 179.208 BogoMIPS

: 25260k/32768k availabhle {1518k kernel code. 7588k reserved,. 26088k data.

[188k init, Bk highmem)
physmap flash device: 4080088 at 1fcBBBBO

AMD Flash AM29LU326D <(Top> (User Locked>
phys_mapped_f lash: Found 1 x16 devices at Bx8 in 8-bit bhank

ET4: Linux TCP/IP 1.8 for NET4.8

IP Protocols: ICMP,. UDP,. TCP

hond@: Atheros AR2313: 0B:0Bb:86:c2:4a:56, irqg 4

ot all network params from APhoot env. Skipping DHCP

10.1.3.18 255.255.255.0 18.1.3.1

Running ADP...Done. Master is 160.1.3.13

wifi@: Atheros ARS5212 (u3)>: BA:Bh:86:a4:a5:68, irqg 5, mode AG

AP All Rights Reserved {(c) 2005-2006, Alcatel.

Registering handlers for Atheros_ahg

<LLLL lelcome to the fAccess Point

Please press Enter to activate this console. _

2
a

Mwngan1sanaaA1 binu Wireless Access Point

v

ludumeun 3.6 & anunsnmnfesn setenv location, setenv dns was setenv domain ¢ i
setenv location 16.4.1, setenv dns 10.1.3.6, setenv domain swu.ac.th wsivia 3 Anfaznilu

Tuus GUI @gaznannissialy

[
a

4. manaan Wireless Access Point @au GUI
nsingarludon GUI avdarnuuasvanagon %lqm"wmj ﬁﬁwum%gﬂﬂuﬁﬂ@ﬁ Wireless LAN
Switch Tngnnsinvuasnlugauiiasiivanisiiuua VLAN nnsfmun DHCP nasinuua Location
nstinvun DNS nnsinsun Domain nisiinsun SNMP iiug eaznanafesssielys
4.1 ilaldsunsu Internet Explorer fieq Address Bar Tildnsneias IP Address uas Port veq
Wireless LAN Switch #isase Wireless Access Point lwsi wiu hitps://10.1.3.13:4343

AININ


https://10.1.3.13:4343/

A Login - Microsoft Internet Explorer ‘;HEHX‘
Fle Edt View Favorites Tools Help

On- O MR G Lot @ 3% @-LUBESB

Address | &] https:/10.1.3.13:4343} v B |Lnks >

v

ALCATEL

Please Login

P —

System Name : wireless10_1_3_13
System Lacation : ComputerCenter
System Contact : ComputerCenter

&] Done =

mwnansunuwa Wireless LAN Switch

4.2 14 User uas Password a1 Wireless LAN Switch #ignéas > aantlu Login

A Login - Microsoft Internet Explorer

File Edit View Favorites Tools Help

Qi © MR G P deron= @ R-5 @ -[JBE B

Address | &] https:ff10.1.3.13:4343)

B> ER

v

ALCATEL

Please Login
s
Passnord:

System Name : wireless10_1_3_13
System Location : ComputerCenter
System Contact : ComputerCenter

Boe 8w

MwuanarLwa Login



4.3 \la Login shuaznuuiihaaanaas Wireless LAN Switch

rosoft Internet Explorer
Fle Edt View Favorites Tools Help

esack o \) B] l:.‘_!] ib psaavch *Favorkes @ Bv »\‘\; w - l_J @? ﬁ 3

Boo ks >

Address @ https:/{10.1.3.13:4343/screens wmsijmonitor. summary. html

v 2]

‘ Monitoring

Meritoring

Network

| newoksumay | Network Summary Security Summary
All WLAN Switches
Al Access Polnts WLAN Network Status WLAN Attack Summary
e Total Total IPSEC IPSEC LastSMin LastHour Al
A Up Down Up  Down Denial of Service Attacks 0 - 104 ‘
: WLAN Switches i Man in the Middle Attacks 1 20 53

U Access Paints 000 o o Signature Pattern Matches 1 6 303
Global Events Air Monitars i 0 0 Policy Violations 2 6 195 3

Switch ‘Wired Access Points 0 o o o i
Switch Summary. Unprovisioned Access Points 0 Rogue AP Classification Summary
Access Points Duplicate Location Codes 2 LastSMin Last Hour Al
Wired Access Points Enterprise Clients 18 Rogue APs Detected 3 3 5
Wired Mux Ports RADIUS Servers i J0 Rogue APsDisabled 0 ] 0
Air Monitors LDAP Servers g 0 Interfering APs Detected 7 1 =
Clients Known Interfering APs 0 [ 0
Blackist Clients WLAN Performance Summary
el i Last 5Min Last Hour Al Client Classification Summary ‘

Load Balancing Events 0 0 [ LastSMin LastHour All
Ports -
Interference Events [ 4 u Vaiid Clients 0 0 0

HigzrE ) Bandwidth Exceeded 0 0 0 Interfering Clients 14 30 3
Local Events Error Threshold Exceeded 15 34 52 Disabled Rogue Clients 0 0 0 =

WLAN
WISE-Building3Fl1 Center
WISE-Building3Fl2Cent
WISE-Building3FI3Center
WISE-Building3Fl2Cent2
alcatel-ap
WiSE-Building3FizLeft
WisE-Building3Meeting2 v

&] Done S @ Internet

MNUAAIUUILNANAN

4.4 aanwy Configuration - Advanced

A Switch General Configuration - Microsoft Internet Explorer
File Edt View Favorites Tools Help 2

eBack - \) @ @ 5h )DSearch *Favortes @ Bv :,\S ] - l_J @’? ﬁ _&

cehess [ ] itps10.1.3.13:4343/screensfswichiconfig_swich_general bt

v
CATEL ‘ Advanced Configuration ‘
Configuration
Bsic | Adenced  Switch > General
Switch
General General Part YLAN Tunnels IP Routing VRRP DHCP Server
Management
Secure Access Switch Role [ Master v
vy Waster I adess v Cam—
Network
Radio Loopback Interface
Advanced MAC Address
RF Management 1P Address [
Calibration
Spimea Switch IP Details (VLAN 1)
Protection MAC Address 00:0B:86:40:78:60
Monitoring 1P Address 10.1.3.13 1
Advanced Subnet Mask 255.255.255.0
Security
Rogue &P Mobility Configuration
Roles Enable Mobility =
Policies
ABA Servers MUX Configuration
Authentication Methods Enable MUK &
it ctne MUK Server IP Address [
Firewall Settings
e Enable MUX Server 2
WLAN Intrusion Protection
Denial of Service 802.11d Regulatory Domain
MarIn-the-Midde Counk o
Signatures T ]
& 5 @ Internet

mwuananiinaiy Configuration



4.5 panuiiu VLAN et VLAN ol uazpanyu Add

Switch VLAN Configuration - Microsoft Internet Explorer
Fle Edt View Favorites Tools Help

eBack - © @ @ fh )DSearch *Favortes & Bv :,\S ] - l_J @’? ﬁ 3

Boo ks >

cehess | ] ttps110.1.3.13:4343(screensfswitchjconfia_switch_vian il &

v
CATEL ‘ Advanced Configuration
Configuration

sesc | Adenced  Syitch > VLAN
Switch
General General Part YLAN Tunnels IP Routing VRRP DHCP Server
Management = = R E— = . == _ -
YLANID IP Address Net Mask Ports Actions

Secure Access

A bt 10.1.3.13 255,255.255.0 Falj0-23,Gig1f24-25  Enabled Up Disable Edit EIEtE
Metwork st 10.5.51.1 255.255.255.0 Enabled Down _ Disable | Edit | Delete |
Radio 52 10.5.52.1 255,255.255.0 Enabled Down Disable | Edit | Delete
Advanced 53 10.5.53.1 255.255.255.0 Enabled Up Disable Edit Delete

RF Management < .

54 10.5.54.1 255.255.255.0 Enabled Uy
Calibration p Disable Edit. Delete
Optinization 55 10.5.55.1 255.255.255.0 Enabled Up Disable Edit. Delete
Protection 56 10.5.56.1 255.255.255.0 Enabled Up _ Disable | Edit | Delete |
Monitoring 57 10.5.57.1 255.255.255.0 Enabled Up Disable Edit Delete
Advanced 58 10.5.58.1 255.255.255.0 Enabled Up Disable Edit Delete

Security = o

59 10.5.59.1 255.255.255.0 Enabled Uy
Roque AP P Disable Edit Delete
Roles 60 10.5.60.1 255.255.255.0 Enabled Down Disable Edit Delete
Policies 61 10.5.61.1 255.255.255.0 Enabled Up Disable Edit. Delete

AAA Servers Add

Authentication Methods ‘
VPN Settings

Firewall Settings

Advanced

WLAN Intrusion Protection =
Deniial of Service
Man-In-the-Middle

Signatures v

&] Done S @ Internet

[=3
AMnngnswawinuy VLAN

4.6 4 VLAN ID, IP Address uaz Net Mask #invmnanl3ludusi uazaanin Apply

Switch VLAN Configuration - Microsoft Internet Explorer

File Edt View Favortes Tools Help [ 7]
eBack - \d) |_xj @ (h /‘ﬁ Search *Fwor&tes L%) Bv »\}‘ o] ~ L‘J @'ﬁz ﬁ 4'3
Address @httus://m.m.. 4 i ig_switch_vian.htmizvlan=" Boo ok ”

v

CATEL ‘ Advanced Configuration
Configuation

Coriiguration

EECIE e Switch > VLAN > Add New VLAN _«Back |
Switch
| General Il &
Management YLAN ID 62 |
Secure Access 1P Settings
A " Obtain an TP address from DHCP
Network
Radio " Obain an IP address with PPPOE
Advanced Service name |
RF Management o I
o T —
Optimization PO NAT
g Confirm
Pratection Passiicrd Enable source NAT for this YLAN d |
Monitorir
hiptl)  Use the following IP address
advanced e
Sty 1P Address [10.5 |
Rogue AP Net Mask 255.255.255.0 |
Roles
Policies
AAA Servers Assign this VLAN to Ports
Authentication Methods [oll2][alle] [e]lxolfr|s4] [xe][ze]i20]
VPN Settings . o o
Firewall Settings [517] [elkalislas] 7lfslealfes] 24 (25
Advanced =

WLAN Intrusion Protection
Denial of Service

Man-In-the-Middle
Apply

Signatures

&] Done S @ Internet

mwnansntnwawnu Add New VLAN



4.7 nduguiimauwiy VLAN uaz VLAN 1D Imi%ﬂmﬂﬁu Tusiheteke VLAN ID 62

Switch VLAN Configuration osoft Internet Explorer
File Edit View Favorites Tools Help

eBack - © |ﬂ lf'ﬂ ¢ pSeavch *Favor‘tes @ 2 Kl - [ @‘@ a3

Address L@_} https:/{10.1.3.13:4343/screens/switchfconfig_switch_vlan.html

Beo ks >

v
CATEL Advanced Configuration b
[T Configuration
Basc | Advanced  Switch > VLAN
Switch
General Port YLAN Tunnels IP Routing WYRRP DHCP Server
Management
Seclrs ficcots YLANID IP Address Net Mask i Ports ion Stat Actions
ey 1 10.1.3.13 255,255.255.0 Falj0-23,Gigl1f24-25  Enabled Up Disable Edit DElEte
Network st 10.5.51.1 255.255.255.0 Enabled Down _ Disable | Edit | Delete |
Radio 52 10.5.52.1 255.255.255.0 Enabled Down Disable Edit | Delete
Advanced 53 10.5.53.1 255.255.255.0 Enabled Up Disable Edit Delete
RF Management - n
54 10.5.54.1 255.255.255.0 Enabled Uy
e P Disable Edit Delete
Optimization 55 10.5.55.1 255.255.255.0 Enabled up Disable Edit Delete
Protection s6 10.5.56.1 255.255.255.0 Enabled Up _ Disable | Edit | Delete |
Monitoring 57 10.5.57.1 255.255.255.0 Enabled Up Disable Edit Delete
Advanced S8 10.5.58.1 255.255.255.0 Enabled Up Disable Edit Delete
Se'::;?w 59 10.5.59.1 255.,255,255.0 Enabled Up Disable Edit Delete
Roles 60 10.5.60.1 255.255.255.0 Enabled Down Disable Edit Delete
Policies. 61 10.5.61.1 255.255.255.0 Enabled Up Disable Edit. Delete
ABA Servers 62 10.5.62.1 255.255.255.0 Enabled Down Disable Edit Delete
Authentication Methods
Add
VPN Settings
Firewall Settings
Advanced
WLAN Intrusion Protection —
Denial of Service
Man-In-the-Middle
Signatures v
&] Dane S @ Internet

awwanavuna VLAN lus

4.8 panuiiu DHCP Server viaiis DHCP wsl wazaanyn Add luiada Pool Configuration

2 Switch DHCP Configuration - Microsoft Internet Explorer
Fle Edt View Favorites Tools Help [ 7]

Q- © ¥ @& ) search 517 Favortes R- ;\5 Iz - U §

Address J_Q_'] https:ff10.1,3.13:4343/screens/switchfconfig_switch_dhcp.html

v
CATEL Advanced Configuration
€U TEUl] Dagnostics | Maintenance | Pan | &

Basc | Advanced  Syyitch > DHCP Server

Switch
General General Port YLAN Tunnels IP Routing VRRP DHCP Server
Management
Secure Access Enable DHCP Server v

WLAN Pool Configuration
Sl Name Default Router Network Range Action
B Netst 10.5.51.1 10.5.51.0 10.5.51.21-10.5.51.254 Edit | Delete
Advanced

s Nets2 10.5.52.1 10.5.52.0 10.5.52.21-10.5.52.254 Edit | Delete

RF Management
Calibration Nets3 10.5.53.1 10.5.53.0 10.5.53.21-10.5.53.254 Edit | Delete
Optimization Nets¢ 10.5.54.1 10.5.54.0 10.5.54.21-10.5.54.254 Edit | Delete
Protection Net5S 10.5.55.1 10.5.55.0 10.5.55.21-10.5.55.254 Edit | Delete
Yookong Nets6 10.5.56.1 10.5.56.0 10.5.56.21-10.5.56.254 Edit | Delete
Advanced

. V‘Tte Nets? 10.5.57.1 10.5.57.0 10.5.57.21-10.5.57.254 Edit | Delete
ecurity
Rogue AP Netss 10.5.58.1 10.5.58.0 10.5.58.21-10.5.58.254 Edit | Delete
Roles. Netss 10.5.59.1 10.5.59.0 10.5.59.21-10.5.59.254 Edit | Delete
Policies Net60 10.5.60.1 10.5.60.0 10.5.60.21-10.5.60.254 Edit | Delete
Aadioentte Net1 105611 105610 10.5.61.21-10.5.61.25¢ Edit | Delete
Authentication Methods

Add
PN Settings —
Firewall Settings
Excluded Address Range

Advanced

WLAN Intrusion Protection 105.51.1-10.5.51.20 A Add
Denial of Service e 105.521-10.552.20 —
e 10.553.1-10.5.53.20

SEln e i 10.5.54.1-10.5.54.20 ¥ _Delete |
Signatures v
&] Done. S @ Internet

Mwaansuswawny DHCP Server



4.9 1g4eya Add DHCP Pool lmififesnisa¥stiu uazaanila Done

Switch DHCP Configuration - Microsoft Internet Explorer.

Fle Edt Yiew Favorites Tooks Help

Q- ©  [x] (B @b Psach Foravowes @ (- iz = - ) B 3

Address L@_J hitps:/{10.1.3.13:4343/screens/switch/config_switch_dhcp.htrl vIBeo Lnks >
N Contouation Save Configuration
Basic | Advanced Switch > DHCP > Add DHCP Pool
Switch
General « Back
Management Pool Name Net62 ]
ST Default Router  [10.5.62.1
WLAN
Network DNS Servers 10.1.3.6 I Import from DHCPJPPPGE (Multiple DNS Servers should be separated by spaces)
Radio Domain Name
Sl WiNSServers | | [ Import from DHCRIPPPOE (Multiple WINS Servers should be separated by spacss)
RF Management s
Calbration Lease L Joavslo Jwslo mins
Optimization Network 1P Address|10.5.62.0 | Netmask 255.,255.255.0 |
Protection Authoritative ] (This should b left off in most cases)
Monitaring
¢ himicd Done Cancel
Security
Rogue AP
Roles
Policies
ARA Servers
Authentication Methods
VPN Settings
Firewall Settings
Advanced
WLAN Intrusion Protection
Denial of Service
Man-In-the-Middle
Signatures
Policies

@ Internet

Awnnansiiiwa Add DHCP Pool

4.10 Net62 fia¥slmsitlsngiu usideya Range vl deanunsnilasiu IP Address

uadauliliuananeld Tnaadnyu Add nnelsviade Excluded Address Range

Switch DHCP Configuration icrosoft Internet Explorer

Fle Edt View Favortes Took Help
Q- © ¥ A& ) search 57 Favories %) R- ::\6 Iz - 7 §

Address | &] hitps:/{10.1.3.13:4343(screens/switchjconfig_switch_dhcp.html v B ks >
a
T Confiraton Save Configuration_|_Looout g

fasc | Advanced  Syyitch > DHCP Server

Switch

General General Port VLAN Tunnels IP Routing YRRP DHCP Server

Management

Saclire ArtRss Enable DHCP Server v

WLAN Pool Configuration

Network Name Default Router Network Range Action
L Netst 10.5.51.1 10.5.51.0 10.5.51.21-10.5.51.254 Edit | Delete
Advanced

i Mva"“ ; Nets2 10.5.52.1 10.5.52.0 10.5.52.21-10.5.52.254 Edit | Delete

lanagement

Calbration Nets3 10.5.53.1 10.5.53.0 10.5.53.21-10.5.53.254 Edit | Delete
Optimization Nets4 10.5.54.1 10.5.54.0 10.5.54.21-10.5.54.254 Edit | Delete
Protection NetsS 10.5.55.1 10.5.55.0 10.5.55.21-10.5.55.25¢ Edit | Delete
Hootonng Nets6 10.5.56.1 10.5.56.0 10.5.56.21-10.5.56.25¢ Edit | Delete
Advanced .

. V_t Nets7 10.5.57.1 10.5.57.0 10.5.57.21-10.5.57.254 Edit | Delete
ecurity

Rogue AP Netss 10.5.58.1 10.5.58.0 10.5.58.21-10.5.58.254 Edit | Delete

Roles Netss 10.5.59.1 10.5.59.0 10.5.59.21-10.5.59.254 Edit | Delete
Policies Net60 10.5.60.1 10.5.60.0 10.5.60.21-10.5.60.254 Edit | Delete

M‘;SE’VG’S . Net61 10.5.61.1 10.5.61.0 10.5.61.21-10.5.61.254 Edit || Delete
Authentication Methods -
G Net62 10.5.62.1 10.5.62.0 [eait || Delets |

Firewall Settings GLL

Advanced

WLAN Intrusion Protection  Excluded Address Range

Delel seke 105.51.1-10.651.20 A il B

¢ e 1058311085320

e 10.5.54.1-10.5.54.20 ¥/ Delete

Apply v

& 5 @ Internet

AMnansiiiwa DHCP figsialu



4.11 Ydnq IP Address filsiuanane i 10.5.62.1 — 10.5.62.20 Aanyu Done wazilu Apply

Switch DHCP Configuration rosoft Internet Explorer

Fle Edt Yiew Favorites Tooks Help

eBack - \) @ @ 5h )DSearch *Favortes @ Bv :,\S ] - l_J @’? ﬁ _&

Address @ https:/{10.1.3.13:4343/screens/switchjconfig_switch_dhcp. html v Go | Links >
i Enable DHCP Server 7 —
WLAN Pool Configuration
Honatk Name Default Router Network Range Action
bt Netst 10.5.51.1 10.5.51.0 10.5.51.21-10.5.51.25¢ __Edit | Delete
R::::::emnt Nets2 10.5.52.1 10.5.52.0 10.5.52.21-10.5.52.254 __Edit | Delete
Calbration Nets3 10.5.53.1 10.5.53.0 10.5.53.21-10.5.53.25¢ __Edit | Delete
Optimization Nets4 10.5.54.1 10.5.54.0 10.5.54.21-10.5.54.25¢ __Edit | Delete
Protection Net55 10.5.55.1 10.5.55.0 10.5.55.21-10.5.55.254 __Edit || Delete
featorng NetS6 10.5.56.1 10.5.56.0 10.5.56.21-10.5.56.254 __Edit || Delete
s:::::;ed Nets7 10.5.57.1 10.5.57.0 10.5.57.21-10.5.57.254 __Edit | Delete
Rogue AP Netss 10.5.58.1 10.5.58.0 10.5.58.21-10.5.58.254 __Edit | Delete
Roles Netsg 10.5.59.1 10.5.59.0 10.5.59.21-10.5.59.254 __Edit | Delete
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:";5:_"9? — Net61 10.561.1 10.561.0 10.5.61.21-10.5.61.254 _Edit | Delete |
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Search Results

& 19.18.1 10.1.134.8 OAW-APE1 A30182136 up
2 Not set. 10.1.3.18 OAW-AP61 :0b:86:c2:4a:56 up

E-mail Support

&] Dane | B @ ntemet

@ - oy 1 &
nmnuananiiwa Location eslainaan



4.15 ddayariaa Location, Master Discovery ua IP Settings firnsuas13ludusu uazpaniu
Apply and Reboot

A Maintenance - Microsoft Internet Explorer

Fle Edt Wiew Favorites Tools Help >
- E (@) S D - B A - e § 3
Q- @ [ [ @ Pserer Jroons @ -5 @ - [ B B
Address @htms://m.l.s.ls:qs oo HPnGHESEC T— Beo ks >
v
ALCATEL Maintenance
oritoring Diagnestics LIS
Switch .
i enageract WLAN > Program AP > Provision
Reboot Switch Location.
Sleacontia Buldng  [t6 ] Floor [z Location |2 ]
Synchronize Database
License Management T e
Boot Parameters Antenna Selection
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BrOgES:AF, " Obtain I Address Lising DHCP
Reboot AP = )
A Use the Fallowing IP Address -
Captive Portal 1P Address Subnet Mask [255.255.255.0
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Calibration 331 alcatel-ap 149 1 (Edit|_Delete
Optimization 332 slcatel-ap 149 1 (Edit|_Delete
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Switch
General SSID 802.11b/g 802.11a General
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Management
Secure Access Radio Type SSID Default YLAN Encryption Type DTIM Period Forward Mode Actions

WLAN dlcatel-ap  802.11a/bjg Default No Encryption 1 Tunnel Edit.
Network ‘

Radio
Advanced Add

RF Management
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Optimization
Protection
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Rogue AP
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Authentication Methods
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WLAN Intrusion Protection =
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Man-In-the-Middle
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wLAN
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RF Management N N
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Optimization

EncryptionType @ nULL © wep © TKIP 7 AES-CCM  Mixed TKIPJAES-CCM
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Protection
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Security
Rogue AP
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Authentication Methods
VPN Settings
Firewall Settings
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WLAN Intrusion Protection
Denial of Service
Man-In-the-Middle
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General SSID 802.11b/g 802.113 General

Management

Secure Access SSID. Radio Type SSID Default YLAN ion Type DT i Actions
WLAN alcatel-ap 802.11ajbjg Default No Encryption 1 Tunnel Edit

Network

Redwm WISE-TestAPSec  802.11g 62 No Encryption 1 NjA Edit| Delete

adio
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Protection
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Bsic | Adenced  \WLAN > Advanced > General (16.2.2) _«Back |
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Management ‘

Secure Access LMS 1P | | Backup LMS IP
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Radio Power Management 2
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RF Management
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Protection
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Trap Receivers
Server IP Yersion Community Strings UDP Port Actions
Add
SNMPV3 Users =
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Radio Power Management v
Advanced Bootstrap Threshold Microsoft Internet Explorer &3]
RF Management
Calibration RePa / : Changes were written to Flash successfully.
2pimizaien Disable Radio For Time Range
Protection
- Restare configuration to Factory dd
Monitoring
Advanced AP Debugging and Logging
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VPN Settings
Firewall Settings SNMP System Information
Advanced Host Name [Testapsec |
WLAN Intrusion Protection System Location
Denial of Service e o
Man-In-the-Middie il [CompUtercenter
pai¥es Enable SNMP Traps = -

S @ mntermet

a javascript:void{ArciHelper .commitChanges())

v & . v & o oo >
ﬂ’l‘wuﬂﬂﬂ‘n‘u'}L‘W'WNﬁﬁ‘ﬂ’agﬂwﬂﬂgﬂuuwmm'}!



4.27 nanany UTP figeusiaszudne Wireless Access Point fiu Wireless LAN
Switch aan uazseanednlui@nafaniis iasyauindannaagl LED luuneaiaaziiunissym

Ae9tANNAST ez Wireless Access Point vinnnséwinsagansiuasann Wireless LAN
Switch

4.28 ila Wireless Access Point 3ymiaiaausasll LED # PWR azindnamaen dau ENET azii

nsznsunaam way WLAN azfnsamnaan d9aniuzanain LED 3 Asgniuznsvineuilni

4.29 paniuy Monitoring ludoudaya Access Points aziliusilu 12 daannifin 11 6

A Monitoring - Microsoft Internet Explorer

Fle Edt View Favorites Tools Help 7
Q- © M A G Pwwd orone @ -5 @ -[JBE B
fideress [ 8] httpsiff10.1,3.13:4343(screensfwmsifmonitor. summary. html v\ Go Links >
v b 3
ALCATEL Monitoring ] OmniAccess
(ol 0 Configuration Reparts Logout
Network .
Network Summary Network Summary Security Summary
All WLAN Switches
Al Access Points WLAN Network Status WLAN Attack Summary
A A P e Total Total IPSEC IPSEC - Last 5Min Last Hour Al
5 2 %
s Up Down Up  Down Denial of Service Attacks 2 7 %
A WLAN Switches L Man in the Middle Attacks 2 3 49
onis Access Paints 2 0 0 o Signature Pattern Matches 0 g 314
hhaltiens Air Monitars e B 0 o Policy Violations 0 6 1%
Swntchh Wired Access Points (1} 1] a
e 5“"“""3” Unprovisioned Access Points 0 Rogue AP Classification Summary
Access Points. Duplicate Location Codes 2 Last S Min Last Hour All
Wired Access Points Enterprise Clients 12 Rogue APs Detected 3 3 3
Wired Mux Ports RADIUS Servers 1 Rogue APs Disabled g g a
Air Moritors LDAP Servers o 0 Interfering APs Detected 10 17 18
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login : admin A
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Welcome to the Alcatel OmniSwitch 7000
Software Version 5,1,6,416,R02 Service Release. December 12, 2007,

Copyright {(c}. 1994-2005 Alcatel Internetworking. Inc, All Rights reserved.

OnniSwitch(TM} is a trademark of Alcatel Internetworking. Inc, registered
in the United States Patent and Trademark Office.
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